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1

Preface

1.1

1.2

1.3

Data security and user flexibility are competing forces for IT groups supporting users
in their environment. On one hand, IT is tasked with making sure corporate data is
secure. On the other hand, users demand the freedom to install applications that fall
outside of the “standard IT build” to remain productive and up to date with the latest
trends in the given industry. Locking the user image down makes the users upset and
can impact productivity, but giving every user administrator rights on the system could
allow for an unacceptable amount of risk to the corporate data.

This is where Desktop Virtualization comes into play. The corporate IT group loads a
locked down version of the IT build on the system. As part of this OS image, a Type 2
hypervisor is available that end users are able to install a personal OS that they have
full administrative rights to use. Within this OS they can load all of the applications
that they need that aren’t part of the normal IT image.

In order to successfully support a dual OS deployment model, IT needs to be aware
that not all clients are capable of this type of deployment. This Use Case Reference
Design document discusses Intel® vPro™ technology based clients as the platform of
choice and focuses on the setup and configuration of a type 2 hypervisor to satisfy a
dual OS deployment.

Document Scope

This document discusses considerations when choosing a platform for running a dual
OS deployment as well as some of the options available in a virtualization environment
that make working in this manner easy for the end user. This document also
discusses new features in the Intel® processor code named Westmere that help
enhance performance and security when using virtualization.

Intended Audience

This document is intended for IT professionals who are deploying or are thinking about
deploying a dual OS virtualization solution.

Related Documentation

For more information about Intel® Virtualization Technology (Intel® VT), visit the
Intel® Virtualization Technology web site:
http://www.intel.com/technology/virtualization/technology.htm?iid=tech_vt+tech
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2

Introduction

2.1

When deciding what type of system to purchase for desktop virtualization, there are
several aspects to the system configuration that must be considered. A system that
will be running applications locally in both the host OS and a guest OS (running in a
virtual machine or VM) will need to have higher than average system specifications to
be able to deliver a quality user experience. This system will also need to have some
key features that aren’t available in all systems. The following sections discuss these
key features and requirements in order to identify the right system to purchase.

Intel’ Virtualization Technology (Intel’ VT)

Intel® Virtualization Technology or Intel® VT is a feature that, along with the
processor, chipset, BIOS, and enabling software, improves traditional software-based
virtualization. Taking advantage of offloading workloads to system hardware, these
integrated features enable virtualization software to provide more streamlined
software stacks and “near native” performance characteristics. Virtualization solutions
enhanced by Intel VT allow a platform to run multiple operating systems (OSs) and
applications as independent virtual machines, allowing one computer system to
function as multiple "virtual" systems. For example, IT managers can create a single
build with multiple and different OSs, software, and legacy applications(Intel
Corporation, 2007).

For more details regarding Intel Virtualization Technology, visit
http://www.intel.com/technology/virtualization/technology.htm?iid=tech vt+tech

2.1.1 Intel” VT-x

Intel® Virtualization Technology for 1A32, Intel® 64 and Intel® Architecture (Intel
VT-x) pertains to CPU virtualization. This is the type of virtualization that most client
virtualization applications make use of to increase performance of the virtual
machines. Without this feature, all of the CPU processing would have to be emulated
in software, paying a huge performance tax in any virtual machine running in this
manner.

2.1.2 Intel’ VT-d

Intel® Virtualization Technology for Directed 1/0 (Intel VT-d) is the ability to give
virtual machines direct access to devices in the chipset, allowing the 1/0 traffic
between the virtual machine and the device to flow directly and not have to be
managed by the hypervisor. Devices that are assigned to a virtual machine are only
available to the specific virtual machine they are assigned. For example, if a graphics
device is assigned to a virtual machine, it can only be used by that specific virtual
machine; however, the performance of that graphics device in the virtual machine will
be “near native”.
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Hardware and Software Considerations

Systems that are tasked with running one or more virtual environments need to have
higher system specifications in order to run each environment at a user acceptable
performance level. The system will need to have the total minimum system
requirements of all host and virtual operating systems added together in order to
operate at the minimum performance level. The Windows* 7 64-bit OS minimum
requirements are 2 GB of RAM and 20 GB of hard disk drive (HDD). So, for example,
a system that will be running Windows 7 64-bit as both the host OS and the guest OS
will need to have a total of 4 GB of RAM and at least a 40 GB HDD in order to meet the
minimum requirements for both operating systems running concurrently. Below is a
chart listing the specific hardware and software considerations that need to be taken
into account when looking for a client platform to support a virtualization environment:

Table 1: Desktop Virtualization System Considerations

CPU Any processor that supports Intel® Virtualization Technology. A
complete list of processors that have this support is listed here:

= http://ark.intel.com/VTList.aspx

All Intel® vPro™ branded platforms support Intel Virtualization

Technology
Memory Each virtual machine dedicates a set amount of memory based on
(RAM) what is specified in the virtual machine settings. When the virtual

machine starts up, that amount of memory is allocated from the
host machine to the virtual machine.

For most configurations that have a host OS running a single virtual
machine, 4 GB of system memory is suggested for a good user
experience. If multiple virtual machines need to run
simultaneously or applications that require large amounts of
memory need to run, consider increasing the amount of system
memory to 8 GB or more to maintain performance.

It is suggested that a 64-bit OS is used as the host OS as that will
allow the OS to address greater than 3 GB of memory, making that
memory available to both the host and guest OS environments.

Hard Drive When a virtual machine is created, a hard drive size is set that
limits the amount of hard drive space that a virtual machine can
use. This virtual hard drive is stored as a file on the physical hard
drive. Some virtualization applications allocate all of this space
immediately and some allow the drive to grow as needed, but
either way the hard drive in the platform needs to be large enough
to accommodate both the host OS as well as any virtual machines
(running or not) on the platform.

Solid state drives provide an increase in 1/0 performance and may
be another way to help increase performance in both the host and
guest OS environments.
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Operating
System and
Virtualization
Software

The host OS running on the platform needs to support running the
virtualization software that the IT department specifies. Most
virtualization software runs on the major OS types (Windows,
Linux*, and OSX).

The host OS must also support Intel VT in order for the
virtualization software to operate at peak performance.
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Choosing and Configuring the Host System

3.1

3.2

3.2.1

Choosing the Platform

Probably the most critical part of deploying a desktop virtualization configuration is
choosing which platform to buy. The platform must support Intel VT and it must be
able to run an operating system that is supported by the virtualization software. Most
virtualization software packages have support for all of the major OSs: Windows,
Linux, and OSX. For Windows and Linux users, the Intel® vPro™ technology based
platforms offer the best performance and feature set for virtualization. The deciding
factors should be:

1. Does the system fit well with the current platform management solution
2. Intel Virtualization Technology support in the platform

3. The host and guest OSs supported by the chosen virtualization application
4. System performance

IT departments should choose a virtualization application that has a broad list of
supported host and guest OSs.

BIOS Settings

Before installing the virtualization software on the host OS, the BIOS settings must be
configured so that the hardware is in a state that can be used by the virtualization
software.

1. Enter your systems BIOS configuration menu.
2. Within the BIOS settings you’ll need to enable the Intel VT setting.

a. Some BIOS may show both an Intel VT-x and an Intel VT-d setting. For
the purposes of this document, Intel VT-x is the critical piece. However,
if you are also interested in exploring chipset virtualization, then you
should enable Intel VT-d as well.

b. Having Intel VT-d enabled should not affect the procedures discussed in
this document.

3. Save the settings and exit the BIOS.

Host OS

The IT group generally has a pre-set build that has all of the supported applications
and tools already installed. In order to support users running a virtual machine for
their personal applications, a type 2 hypervisor will also need to be added to this
image with permissions for the user to install a new VM on the hypervisor.
Alternatively, the IT group could provide a base OS image that gives the users full
administrator rights to modify as they see fit.
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4

Configuring the VM Application

4.1

4.2

10

There are many different virtualization applications available to implement a desktop
virtualization strategy. In this next section, the document will cover details around
how to setup and configure a virtualization application. The examples used in this
section will be based on the VMWare* Workstation 7.1 software application. The
reason this application was chosen was due to its implementation of Intel VT-x w/EPT
and AES-NI, both of which are new features that are currently available only on Intel®
processors code named Westmere. Intel® vPro™ technology based platforms are the
only business clients that make this processor and these new features available to
customers.

Installing the VM Application

Installing VMWare Workstation 7.1 is a straightforward process. There is nothing
special that needs to be done during the installation process to ensure the Intel VT-x
w/EPT or AES-NI features are enabled. To purchase or get a trial version of the
software along with the full instructions on how to install and use VMWare Workstation
7.1, please go to the VMWare Workstation web site:
http://www.vmware.com/products/workstation/

Installing the IT OS Build

This next section will cover what is needed to be done to install a new VM on the
hypervisor. If the IT group provides the base image for users, then it is assumed that
the IT group already performed these steps.
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4.2.1 Installing a VM from the OS Installation Disc

Before you can install a fresh OS onto a virtual machine (VM) you need to configure
the properties of the VM. The following steps will walk through the creation process

using VMWare Workstation 7.1. Most virtualization software follows very similar steps
and should have similar settings.

1. In VMWare Workstation, on the Home tab, click New Virtual Machine.

Eile Edit View VM Team Windows Help

BENre R/ DeoLlBEE | es
Sidebar x

= [» Powered On R
& Windows7 Pro CorpIT 8|  VMware Workstation
= & Favorites

. VMware Workstation allows multiple standard operating systems and their applications to
5 Windows 7 Pro Corp IT Bu run with high performance in secure and transportable virtual machines. Each virtual

machine is equivalent to a PC with a unique netwark address and full complement of
hardware choices.

Home x TN I

e,
ey
i Create a new virtual machine. Install and run a variety of standard
operating systems in the virtual machine.
New Virtual
Machine
Ay
i )
[m] Create a new team. Add several virtual machines and connect them
1 with private team LAN segments,
New Team

E-I o Braowse for virtual machines or teams and select one to display in this
g panel. Interact with the quest operating system within this display as
1 you would a standard PC.
Open Existing
VM or Team

Figure 1: VMWare* Workstation Home Tab
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2. The New Virtual Machine Wizard dialogue box appears. There are two options

available: Typical and Custom. Typical is fairly straightforward and skips some
options such as processor and memory configuration that may be important for a
knowledgeable user or IT shop to consider. These options can be modified after
the VM is created, however. For the purposes of this document, we’ll examine the
“Custom” flow. Select Custom (advanced) and click Next.

The hardware compatibility page provides options to enable compatibility with
previous versions of VMWare Workstation. Adjusting this setting impacts the
hardware limitations that are available as well as compatibility with other VMWare
products. Unless you have a need to be backwards compatible, select
Workstation 6.5-7.x and click Next.

New Virtual Machine Wizard LX)

Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?

Virtual machine hardware compatibility

Hardware compatibility: |§wgrk5131jgn 6.5-7.X He

Compatible with: ESX Server

Compatible products: Limitations:

ACE 2.5-2.7 - 32 GB memary limit -
ESX 4.x 8 processar limit

Fusion 2.x 10 network adapter limit

Fusion 3.x 2 TB disk size limit

Server 2.x

Workstation 6.5
Workstation 7.x

| Help | | <Back |[ Mext = ]| Cancel |

[%

Figure 2: Choosing the VM Hardware Compatibility

4. The Guest Operating System Installation page asks where the install media is

located. Either physical media or .iso files are acceptable. There is also an option
to create the VM without installing an OS. This document will follow the “install
from physical media” route. Select DVD RW Drive for Installer disc and click
Next.

The Easy Install option in VMWare Workstation allows for an unattended
installation of the OS. By entering in the activation key, username and password
(optional), the OS is able to be installed without any user input. If a corporate
build disc is being used that already has all of the information and scripts needed
to configure the client on a fresh installation, then you only need to specify the



Version of Windows to install and Full name fields. The product key,
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password, and automatic log on do not need to be entered or selected. Click Next

to proceed.

New Virtual Machine Wizard

S

Easy Install Information
This is used to install Windows 7.

Windows product key

Version of Windows to install

| Windows 7 Professional

Personalize Windows

Full name: IT Corporate User
Password: Ty (optional)
Confirm: I
[ Log on automatically {requires a passward)
Help | < Back | [ Mext = ] | Cancel

Figure 3: Easy Install Information Screen
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6. The virtual machine name is used to identify the virtual machine in the VMWare
Workstation application. This name is not used as part of the guest OS. Enter the
virtual machine name and use Browse to enter the location, then click Next.

New Virtual Machine Wizard - =

Mame the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

Windows 7 Corporate IT Build %]

Location:
| C:\Users\HomeUser \Documents\Wirtual Machines\Windows 7 Car Browse. ..
The default location can be changed at Edit = Preferences.

| < Back |[ Mext = ]l Cancel |

Figure 4: Virtual Machine Name and Location

14
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7. The processor configuration page allows you to configure the number of processors
and number of cores per processor that will be available in the virtual machine.
This setting can have significant effect on whether a VM boots or not. If more
virtual processors or cores are assigned to the VM than are available on the
physical system, the VM will not boot. When creating a VM that will be imported to
other machines of unknown hardware configuration, it is better to assign the
minimum number of processors and cores. This setting can be increased after
importing the VM to the specific machine based on the hardware capabilities of the
machine. Specify the number of processors and cores, then click Next to continue.

8. The memory configuration page allows you to configure how much memory will be
allocated to the virtual machine when it is started up. Again, it is usually best to
set this value at the minimum when creating a new VM that will be imported to
systems with unknown hardware configurations. However, IT policy could more
easily set a minimum memory requirement for new system purchases that could
allow memory size assumptions to be made. Unlike the processor configuration,
exceeding available host memory will not prevent a VM from powering up;
however, performance may be impacted.

-

New Virtual Machine Wizard LX)

Memory for the Virtual Machine
How much memery would you like to use for this virtual machine?

Specify the amount of memory allocated to this virtual machine. The memaory size
must be a multiple of 4 MB,

32 GE Memory for this virtual machine: 2048 = MB
15 GB
8GB

e | 4 @ Maximum recommended memary:

2GB; 3404 MB
LG8 4

512 ME
256 ME
128 ME

@ Recommended memaory:
1024 MB

s [] Guest OS5 recommended minimum:
Zok 1024 MB
16 ME
& ME
4 ME
| Help | | <Back | [ Mext = ] | cancal |

Figure 5: VM Memory Configuration

15
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9.

10.

11.

The Network Type screen allows you to specify how network packets are handled
between the host OS and the guest OS. Bridged networking allows the guest OS to
directly access the network hardware and makes it so the guest OS must have its
own IP address on the network. Network Address Translation (NAT) shares the
network connection between the host OS and the guest OS, both sharing the same
IP address. Select a network connection type and click Next.

1/0 controller type automatically marks the recommended selection based on the
type of controller in your system. Click Next to accept the automatically selected
choice.

Disk selection allows you to specify whether to create a new virtual disk, reuse an
existing virtual disk, or assign a physical disk to be used. Virtual disks are
essentially files that are stored on the physical disk and take up the amount of
space specified for the virtual disk. From a performance consideration, virtual
disks will have slightly lower performance than assigning a physical disk due to
having to share the 1/0 bandwidth between both the guest and host OS. However,
having a separate physical disk just for the virtual machine may not be practical in
a mobile system. Select the desired type of disk to use and click Next.

New Virtuzl Machine Wizard e

Select a Disk
Which disk do you want to use?

A virtual disk is composed of one or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts.

Use an existing virtual disk
Choose this option to reuse a previously configured disk.

Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk.

| Help | | < Back |[ Mext = ]l Cancel |

[ 4

12.

Figure 6: Selecting a Disk to Use for the VM

The disk type selection is automatically marked based on your controller type. Click
Next to accept the automatic selection and proceed.
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13. On the Specify Disk Capacity page, be sure to assign enough disk space to
accommodate the guest OS plus all of the applications that will need to be stored
there. The recommended size for Windows 7 is only 40 GB, but with large
documents and email folders added in addition to other applications, drive size can
easily exceed this. Allocate drive space accordingly, then click Next to continue.

New Virtual Machine Wizard [

specify Disk Capacity
How large do you want this disk to be?

Maximum disk size (GE): 40, 0=
Recommended size for Windows 7: 40 GB
[ alocate all disk space now.

Allocating the full capadty can enhance performance but requires all of the
| physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it

@) Store virtual disk as a single file

Split wirtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

E Pocket ACE size calculator

Help | < Back |[ Mext = ]| Cancel

Figure 7: Specifying Disk Capacity

17
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14. The Specify Disk File page allows you to specify where the virtual disk file will be
saved. Click Browse to specify the location, then click Next to continue.

15. The Ready to Create VM page provides a summary of the options selected and
gives a final opportunity to change these settings by clicking the Customize
Hardware button. Click Finish to create the VM and begin installing the OS using
the information provided on the Easy Installation page.

New Virtual Machine Wizard e

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Windows 7
and then YMware Tools.

The virtual machine will be created with the following settings:

Marne: Windows 7 Corporate IT Build 3300 -
Location: Chllzers\Homelszer, Documents\Yirtual Machines\.
Version: Workstation 6.5-7.x

m

Operating Syst..  Windows 7

Hard Dizsk: 40 GB

Memony: 2048 MEB -
F] T 3

Customize Hardware. ..

| Power an this virtual machine after creation

| <Back |[ Finish ]| Cancel |

[% ]

Figure 8: Summary of Configuration and Finish Button

4.2.2 Exporting a VM

Once the OS installation has completed, some finalization options may need to be
configured if they weren’t already provided in as part of the build disk. Once the
image is completed, the VM can be saved off as a golden image. In VMWare
Workstation 7.1 this can be done by copying the VM directory and all of the contents.
The default location for this in Windows 7 is <OS Drive Letter>:\Users\<User
Name>\My Documents\Virtual Machines\.

423 Importing a VM

18

Importing a VM onto a machine is similar to exporting a VM. Saving the VM files into
the <OS Drive Letter=>:\Users\<User Name>\My Documents\Virtual Machines\ location
is preferred but is not required for a VM to function. In order to add a VM to VMware
Workstation 7.1, click File -= Open and navigate to the location of the VM files.

Select the .vmx file and click Open to add the VM to VMWare Workstation 7.1.
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Enabling Intel VT-x with EPT and AES-NI
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Whether the IT OS Build is installed manually or imported, there are a couple settings
that will need to be configured in order to take full advantage of the Intel VT-x with
EPT and AES-NI features.

1. Using VMWare Workstation 7.1 and with the virtual machine turned off, locate the
virtual machine tab that you want to make changes to.
2. On the selected virtual machine’s information page, select the Devices tab.

@ re | BB
x

File Edit View WM Team Windows Help

Deal =8 &%

Sidebar ‘Windows 7 Pro Corp IT Build I
[» Powered On . .
o @ Favorites Windows 7 Pro Corp IT Build
31 Windows 7 Pro CorpIT Bi|  State: Powered off
Guest 0S: Windows 7
Location: C:\Wsers\HomeUser\Documents\Yirtual Machines\Windows 7 Pro Corp IT Build\Windows 7 Pro Corp IT Build, vmx
Version: Workstation 6,5-7.x virtual machine
Commands Devices || [ Options I
D Pawer on this virtual maching 2 Memory 2048 MB
m_! Edit virtual machine settings L
{eHard Disk (SCST 40 GB
) Enable ACE features (=)co/ovD (IDE) Auto detect
i Fioppy Auto detect
Netwurk Adapter MAT
@USE Controller Present
'e I Sound Card Auto detect
@Prlnber Present
EDisplay Auto detect
Notes
Type here to enter notes for this virtual machine,
« 1 | 3
=
—

Figure 9: The VM Devices Tab

3. On the Devices tab, double-click the Processors item. A new window is displayed
with the processors settings highlighted.

19
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4. Select Intel VT-x/EPT or AMD-V/RVI for Preferred mode as shown below.
You may see a warning below stating that manually specifying the virtualization
mode engine may impact performance under certain workloads.

-
Virtual Machine Settings ]
e i —

Hardware | Options

Remove

X Processors
Device Summary
B Memory 2043 MB Mumber of processaors:
% Processors 2 Mumber of cores per processor:
;_QHard Disk (SCSI) 40 GB Total processor cores: 2
(=)cD/OVD (IDE)  Auto detect

1
H Fioppy Auto detect Virtuglization engine
IENet\.‘uork Adapter NAT farred mod T w =
@USB Contraller Present Preferred mode:§inel w__K'EPTN SRR

I Sound Card Auto detect Disable accelfy AUtomatic
'30 olun ar Hio ae Elo Automatic with Replay
@Pnnt&r Present UMware kernfll Binary translation
EDispla\; Auto detect

i‘. Manually sp | Intel VT-x or AMD-Y

may impact § Intel YT-x/EFT or AMD-V/RVI g

Lo JI

Cancel ] [ Help

Figure 10: Selecting the Preferred Mode

5. At the top of the Virtual Machine Settings window, select the Options tab.
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6. Under Settings, select Encryption and click Encrypt in the right-hand pane.

Virtual Machine Settings @W
L T ———
Hardwar; Options I

Encryption

Settings Summary
This virtual machine is not encrypted.

&) General Windows 7 Pro Corp IT Build e ‘IFT ,

[ Power ‘You can protect this virtual machine's data and
configuration with a password.

|¥shared Folders ~ Enabled

Ghsnapchors IEETIN

5) utoProtect Disabled

[FSReplay

Debugging enabled

Mot encrypted
Disabled

Appllance View Disabled

Bace Disabled
&i Autologon Mot available
lg.ﬂtd\«'anced Default/Default

[ OK. ][ Cancel ][ Help ]

Figure 11: Selecting Encryption

7. A dialog is displayed asking you to enter a password. Enter in a password that
meets the IT password policy strength requirements and click Encrypt.

Encrypt Virtual Machine @

Set the password for this virtual machine.

Password: #essssss

I Confirm: sasnnens

i“. Make sure to write down this password in a secure location. You
will not be able to use this virtual machine without it.

Depending on the size of this virtual machine, the encryption
process could take from a few minutes to a few hours.

[ Enu'yptk][ Cancel ]

Figure 12: Setting Password

8. A progress bar is displayed showing the progress of the encryption process.
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9. Once complete, you’ll have the option to change the encryption password or
remove encryption on this same page. Click OK to close the virtual machine
settings window.

g =
Virtual Machine Settings @W
" o
Hardware | Options
Settings Summary Encryption
This virtual machine is encrypted.
] General Windows 7 Pro Corp IT Build P
D Power ‘fou can change the password pratecting this virtual
machine.
(_JShared Folders ~ Enabled
Change Passward. ..
(@1Snapshots
(£ AutoProtect Disabled e
[(Freplay Debugging enabled
= = cl=tion Fpozhl=d pabled

g Dera
Remobe Display  Disabled

Sunity

Appliance View  Disabled
[ace Disabled

9 Autologon Not available
g.ﬂdvanced Default/Default

[ OK. ][ Cancel ][ Help ]

L 4

Figure 13: Option to Change Password or Remove Encryption

Once a VM is encrypted the encryption password will have to be entered when the VM
is started or added to a machine.

There is no specific setting for AES-NI, but by using encryption on the virtual machine,
VMWare makes use of the new instructions to speed up the performance of
encryption/decryption tasks. For more information about the specific AES-NI
functions, refer to this article on the Intel web site: http://software.intel.com/en-
us/articles/intel-advanced-encryption-standard-instructions-aes-ni/
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4.4 Unity Mode

VMWare includes a feature called Unity mode in which all open windows, whether
launched from the VM or from the host OS, appear to be running on the host OS
desktop. Other virtualization packages have similar features (some vendors refer to
this as “coherence” mode, others as “seamless” mode, etc.).

In this mode, the virtual machine desktop is hidden and moving between applications
running in the virtual machine and host OS is seamless. Features such as “cut and
paste” and “drag and drop” are even enabled for some items. Notable exceptions are
potential security and vulnerability items such as web addresses.

441 Enabling Unity Mode in VMWare*

In order to enable this mode, the virtual machine must have the virtual application

software’s tools installed. In VMWare, this software toolset is VMWare Tools, which

can be pushed from the virtual application software. Other virtualization software

products may differ from the following instructions.

1. In VMWare Workstation 7.1, right-click on the virtual machine that is running and
select Install VMWare Tools...from the menu, as shown in Figure 14 below.

File Edit View. VM Team Wi.ndows Help }
nnffe gl OEaeDEE B8

Sidebar 2 ,iHnm_g_x ﬁ“ﬁmluws?Pm(orpHBuild b
= [ Powered On

Open
= @ Favorites

@ Windows 7 o
Power On
| Power Off
Suspend

Reset
Pause

Take Snapshot...
Revert to Snapshat
Recard

Replay Last Recarding
Snapshot Manager

Clone..,

Capture Screen..

Capture Movie...

Install VMware Tools... h

Change Version...
Rename

Remave from Favorites

Delete from Disk

Message Log

4 ‘7m| Settings...

To directinput to this VM, click inside or press Ctrl+G.

| »
CEELTI- TN TENilce

Figure 14: Select Install VMWare Tools
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2. A dialog box is displayed. Note the dialog’s message and then click Install.
3. An auto-run window is displayed. Click Run Setup.exe.

L2 Wi o Cor T i - are Wortotion Sy .
¢ File Edit View VM Team Windows Help
mupe el OEag DEE 86
Sidebar * [ EEE A 5 Windows 7 Pro Corp IT Build »
= [p Powered On

@ Windows 7 Pro Corp IT B1
= & Favorites

() Windows 7 Pro Corp IT Bt SRR T

& AutoPlay

CD Drive (D:) VMware Tools

7] Ahways do this for software and games:

Install or run program fram your media

c;.n Run setup,exe
i Published by VMware, Inc,

General options

Open folder to view fles
} using Windows Explorer

[

View more AutoPlay optiofifin Control Panel

Press Ctrl+Alt to release | Make sure that you are logged in to the guest operating system. If you do not see VMware Tools installing, dick
the mouse cursor the Windows icon and enter D:\setup.exe in the Search box (where D: is your virtual CD-ROM drive).

To return to your computer, press Ctrl+Alt, @ [=1=] E '08 EBE e E |

Figure 15: Run setup.exe

4. If you have User Account Control enabled, a dialog box asking for permission to
install the software is displayed. Click Yes to continue.

5. A splash screen is displayed while the tools are extracted.

6. On the Installation Wizard Welcome screen, click Next.
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7. On the Setup Type page, choose the type of installation you want to perform.
Typical will install all of the features needed to run on VMWare Workstation 7.1. If
you want to use this virtual machine with other VMWare products, such as VMWare

Viewer, then choose Complete installation.

ﬁ YMware Tools @

vmware

Flease select a setup type,

Installs the program features used by this YMware product only. Select
this option if you intend to run this virtual machine only with this YMware
product.

() Complete
Installs all program features. Select this option if you intend to run
this virtual machine on multiple VMware products.

() Custom
Lets you choose which program features to install and where to
install them. Only advanced users should select this option.

[ < Back ][ Mext = ] [ Cancel ]

Figure 16: Choose an Installation Type

8. On the final page of the wizard, click Install. A progress bar is displayed showing
the status of the installation. Once the installation is complete, click Finish.
9. After installation, you will be required to reboot the virtual machine before the

tools can be used.

442 Using Unity Mode in VMWare

At this point the Unity feature is now available to use. Click the Unity button, as
shown in Figure 17, to begin using this feature.

File Edit View VM Team Windows
muPe  Gaglk Daa

Sidelzar X

Figure 17: The Unity Button

25



Intel® vPro™ Technology Use Case Reference Design

The VMware window will minimize to the desktop and it will appear as though the
client only has the host OS desktop. However, if you hover over the Start button, a
separate Start button will appear as shown below.

3 Windows 7 Pro Corp IT Build

Figure 18: VM Start Button

This Start button is for the virtual machine. Running applications from this menu will
launch the applications in the virtual machine, but show them on the host OS desktop
as if the application was running on the host OS.

| Seorch Documents:

“|Open ~  Sharewith »  Prnt  Bum  Mewfolder =~ 0 8

1 Favorites Documents library

Anange by: Folder ¥

B Desitop Includes: 2 loeations
& Downloads Name 5 Date modified Type Size
Z] Recent Places
Virtual Machines 7/23/201011:18 AM  File folder
L | Document on Host 05 7/23/20101:26 PM  Text Document 0Ke
4 Libraries
| Documents i
= =N BN
& Music =S
: L [idh » My Documents = [ 4 |[ seare
|| Pictures UU L
H videos Organize »  Includeinlibrary v Sharewith v Bum  Newfolder
M Computer o Name Date modified Type Size
& Local Disk (C) B Desktop | Dacument on Guest 05 7/23/2010 .24 PM Text Document 0KB
1§ Downloads
€ Network % Recent Places
8 HOMEUSER-PC
A Libraries
|% Documents
o) Music
| Pictures %
E Videos
%  Documen =
Tet Docuf| P Computer
'} @ Network

= LIF]E

Figure 19: Example of Open Folders in Both VM and Host OS

In Figure 19 above you see the desktop of the host OS with the documents folder and
in front of that the documents folder of the virtual machine. With VMWare, virtual
machine windows have a special icon as highlighted in red in Figure 19.

Also, the entire window is outlined in the same color as the icon. This color is
configurable and can be unique to each virtual machine running on the host OS so you
can tell which window belongs to which virtual machine when multiple virtual machines
are running at the same time.
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i
| -
|I intel* vPro™ Expd

l 5 Lughop, Mearkosk Deshton, Serve ws e
| 4 Lo

ﬂ Experience smart performence with intel* Core” prd

Figure 20: Aero™ Desktop Display for VM and Host Applications

This mode also works well with the Aero™ Desktop method of quickly switching
between open applications and windows, shown in Figure 20 above. The applications

running in the virtual machine show up on the task bar of the host OS allowing those
windows to be access easily from a single task bar.
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4.5 Security Between Host OS and Guest OS

Depending on the security policies of the IT department, there are varying amounts of
sharing that can happen between the host OS and the guest OS. This can range from
no sharing at all between the two environments up to allowing “cut and paste” and file
sharing. Most virtualization applications have some amount of configurability with

regard to security. Below are a couple of screen shots of the options found in VMWare

Workstation 7.1.

Hardware | Options

Settings

&l ceneral

D Power
|)Shared Folders
@I Snapshots

©) AutoProtect

|FReplay

@Encryption
@M‘Mware Tools
Remote Display
S unity
.ﬂ\ppliance View
Blace

L5 Autologon
lg.t'-'.cl\rancet.l

Summary
Windows 7 Pro Corp IT Build

Enabled

Disabled
Debugging enabled

l-YGuest Isolation  Enabled, Enabled

Encrypted
Update automatically
Disabled

Disabled
Disabled
Disabled
Default/Default

Guest isolation
Enable drag and drop
Enable copy and paste

VM communication interface (VMCI)

WMCI allows virtual machines to communicate with the host
and other virtual machines,

Enable YMCI

0K [ Cancel ][ Help

]

28

Figure 21: Security Options




Intel® vPro™ Technology Use Case Reference Design

f ——— == =

Hardware | Options

Settings Summary

General Windows 7 Pro Corp IT Build
D Paower

[Eisnapshots

\" | AutoProtect Disabled

@Replay Debugging enabled

B Guest Isolation Enabled, Enabled
@Encrypﬁon Encrypted

@VMware Tools Update automatically
Remote Display  Disabled

S unity

@Applianoe View Disabled

() ace Disabled

£ autologon Dizabled
lg.ﬁ.chrarloed Default/Default

Folder sharing

& Shared folders expaose your files to programs in the
virtual machine. This may put your computer and
your data at risk. Only enable shared folders if you
trust the virtual machine with your data.

() Disabled
@ Always enabled
() Enabled until next power off or suspend

Map as a netwaork drive in Windows guests

Folders

Name Host Path
[C)Host Des... C:\Users\HomelUser \Desktop

Remove Properties

[ ok || caneel |[ Hep

Figure 22: Further Security Options
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